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About me

More than 20 years of experience in R&D (research and development) in
the software industry.

Specialized in UX, UI, and customer satisfaction in SaaS solutions related to
eCommerce, CRM, email marketing, and customer support.

Expertise in product design, as well as project and team management.

PhD candidate in Industrial Engineering and Management Systems at UCF
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Agenda

• Phishing

• Marketing strategies

• Phishing simulations
• Case study
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Phishing
and its impacts
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• Ana engaged with a phishing email attack 
and lost money. 

• Billions of people around the world, like 
Ana, suffer phishing email attacks.
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Phishing email

• sent by a scammer with the goal of 

getting sensitive data

This Photo by Unknown Author is licensed under CC BY-ND
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http://www.news.uct.ac.za/article/-2019-05-24-africa-first-for-ucts-cybersecurity
https://creativecommons.org/licenses/by-nd/3.0/


Email report

• recent industry reports

informed that an average 

person sends and receives 

121 business emails per day, 

with 1.2% being malicious

(Chang, 2021)
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• Cybersecurity has grown into a 

$1 trillion problem with 

companies of all sizes investing 

more in security tools 

1 trillion 
problem
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Morgan, 2020



What is #1 crime type in 
terms of $ lost? 

Business email crimes = 
phishing emails.

(FBI)
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Where is the phishing?
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Where is the phishing?
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Where is the phishing?
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Where is the phishing?
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Where is the phishing?
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Where is the phishing?
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Where is the phishing?
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Where is the phishing?
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Marketing strategies
How email marketing specialist work
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“Scammers may be using email marketing 
techniques in phishing emails.  We need to 

prepare for that.”
(Erica Castilho)

21



• This phishing email has many cues, signals that the email may be a phishing email. 
• These cues are, in part, related to low usability quality.

Example of a real phishing email
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In email marketing 
the quality matters

The example phishing email shown in last slide would not 
be used in email marketing, as it exhibits low usability 
quality.
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Research Question

What are the factors that lead to 
phishing email clicks?

• Understanding is essential to 
combat this threat.

Might email marketing techniques 
and expertise be used by hackers 
and scammers to be successful in 

their endeavor? 

• Given my background, I am 
curious
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My novel contribution

• Analyze marketing practices in 

phishing email context
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Scammers and marketing
Scammers use marketing 
techniques for more than 
200 years.
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Advanced fee schemes

• Advance fee fraud gets its name from the fact that an investor is 
asked to pay a fee up front – in advance of receiving any proceeds, 
money, stock, or warrants – in order for the deal to go through.
• The scammer tries to convince you to pay an amount to receive a 

larger amount later.
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Pump and dump 
scheme

• In a pump and dump scheme, fraudsters typically spread false 
or misleading information to create a buying frenzy that will 
“pump” up the price of a stock and then “dump” shares of the 
stock by selling their own shares at the inflated price. 

• Once the fraudsters dump their shares and stop hyping the 
stock, the stock price typically falls and investors lose money. 
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Pyramid 
scheme

• In the classic "pyramid" scheme, 
participants attempt to make 
money solely by recruiting new 
participants, usually where:
• The promoter promises a high 

return in a short period of time;
• No genuine product or service is 

actually sold; and
• The primary emphasis is on 

recruiting new participants.
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Coaching 
scheme

• In this scheme, the promoters 
typically claim you can make big 
money with little or no experience. 
They say their “experts” will teach 
you a “proven method” for building 
a successful business on the 
Internet. Many say or suggest that 
they’re affiliated with well-known 
online sellers when that’s not true
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Ponzi 
scheme

• a form of fraud that lures 
investors and pays profits 
to earlier investors with 
funds from more recent 
investors.
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Phishing simulations
Company solution
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Definition
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Simulated phishing or 
a phishing test is where 
deceptive emails, similar 
to malicious emails, are 

sent by an organization to 
their own staff to gauge 

their response 
to phishing and similar 

email attacks. 

The emails themselves are 
often a form of training, 

but such testing is 
normally done in 

conjunction with prior 
training; and often 

followed up with more 
training elements. 

This is especially the case 
for those who "fail" by 

opening email 
attachments, clicking on 

included weblinks, or 
entering credentials.

https://en.wikipedia.org/wiki/Phishing


“Professionals’ behavior is the major 
threat to businesses’ security.  We 

need to train users.”
(Erica Castilho)
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We can’t 
train people 

for this
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And people 
get this
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Case study
improved by 34% phishing email click rates
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Research 
team

38

Dr Matthew Canham

Dr Ben D Sawyer

Erica Castilho



Our research

Analyzed the impact of
premise alignment and
the number of cues on
phishing email click rates
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Premise 
alignment

• Email marketing specialists work 
with personalization to increase 
clicks and engage consumers. 

• Premise Alignment refers to the 
degree to which the message 
aligns with the recipient’s job role 
and alludes to the user’s context 
in evaluating the message. 

• Examples
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Cues
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Steves
2020



Cues
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Cues
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Research method 2x2
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Premise alignment Number of cues

High Low

High High

Low Low

Low High



Food order campaign
High Premise / Low cues High Premise / High cues
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Food order campaign
Low Premise / Low cues Low Premise / High cues
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Food order campaign - Results

Template Delivered Opened Clicked CR

A - Instacart, min cues 390 66 5 1%

B - Instacart, many cues 390 68 6 1.3%

C - Doordash, min cues 390 58 2 0.5%

D - Doordash, many cues 390 69 8 1.3%

•open rate: 11.5% - 16.4%



Email issue campaign
High Premise / Low cues High Premise / High cues

48



Email issue campaign
High Premise / Low cues High Premise / High cues
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Email issue 
campaign -
Results

Template Delivered Opened* Clicked CR
A (Microsoft, Few 

Cues) 500 229 85 17%

B (Microsoft, Many 
Cues) 500 199 58 12%

C (Outlook, Few 
Cues) 500 207 79 16%

D (Outlook, Many 
Cues) 499 214 78 16%



eCommerce order campaign
High Premise / Low cues High Premise / High cues
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eCommerce order campaign
High Premise / Low cues High Premise / High cues
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eCommerce 
order 
campaign

Template Delivered Opened* Clicked Replied CR
A (eBay, Few 

Cues) 492 323 235 0 48%

B (eBay, 
Many Cues) 488 287 183 0 38%

C (Amazon, 
Few Cues) 489 311 229 1 47%

D (Amazon, 
Many Cues) 489 289 189 0 39%



Discussion
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Premise alignment was 
more related to 

context than 
companies

Students were 
concerned about 
orders, not email 

issues

When applying visual 
design was tricky to 
identify the phishing 

email

Template based 
on real Amazon 
got almost 50% 

CR

Time of the year 
impacts the phishing 

simulations

Summer doesn’t 
have openings



Next steps

• Expand analysis on marketing 
practices

• Analyze better how 
persuasion and usability 
factors impact decision-
making 

• Looking for companies to 
partner in that
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Grants and 
awards
● NIST
● Doctoral Research Support Award | 2021 

| University of Central Florida | $750.
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Questions
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