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Before we start

• Everything covered today can be 
found on the VRM website

infosec.ucf.edu/vrm

• Slides will be distributed

• Session will be recorded/shared

• Live Q+A at the end
• Submit questions in chat, or “raise 

your hand” teams and we’ll call on 
you

• We will cover as many as we can

• May take some offline as necessary
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https://infosec.ucf.edu/vrm


About us!
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• Infosec Risk and Compliance TeamWho are we?

•VRM = Vendor Risk Management Program

•Set of standards, and review process, for vendors that 
process UCF data

What is VRM?

• Identify any risks to UCF data; share with data owners

•Ensure Vendors meet compliance where applicable (HIPAA, 
PCI, etc.)

Why do we do it?



General Process Overview

1 Submission

Business Unit submits 
vendor info/docs via 

ServiceNow

2 Review

InfoSec reviews, asks 
questions

Business unit gathers 
more info/docs as 

needed

3 Report

InfoSec provides 
report

Business Unit 
considers risks and 

signs



Data Classification

Highly Restricted Data

• Data encryption required

• Governing body / fees associated 
with improper handling of data

Restricted Data

• Reasonable protection required

• Reputational damage expected

Unrestricted Data

• Data intended to be public



VRM Review – Documentation 
Requirements



Totally Legit Vendor LLC

• Data Involved
• Highly Restricted

• SSNs

• Restricted
• FERPA Educational Records

• Users Involved
• UCF Faculty

• Faculty members will have 
administrative privileges within 
the vendor’s solution

• UCF Students
• Will log in to take exams



HECVAT Responses



Other Documentation issues

3rd party audit SOC report is from 8 years ago

Insurance Certificate Missing and Minimal Coverage

Secure Handling of UCF 
Data (SHUDA)

Major edits and removals of 
sections



SHUDA Edits



The End Result?



Reviewing VRM standard

The intensity of review depends on the classification of data being shared with a third-
party vendor. This follows in line with the levels of data classification: Highly Restricted 
Data, Restricted Data and Unrestricted Data.

The 120 Vendor Risk Management Standards was developed to empower business 
units to analyze vendors independently. Failing that, the standard was meant to help 
business units to understand the steps of the VRM process.

There are specific requirements for each level of data outlined in the VRM standard. 
The appendices delineate legal requirements associated with all vendor agreements, 
as well as the necessary precautions for establishing local accounts.



Applicability

SOFTWARE AS A SERVICE (SAAS):

Cloud based software used to store or process UCF 
Data needs InfoSec review to ensure adequate 

measures are taken to protect our data in transmission.



A system that sends marketing emails on UCF's behalf .

A cloud hosted electronic Medical Records system. Yes!

No!A service that has already been approved / assessed.

Yes!

SAAS



Applicability

LOCAL SOFTWARE:

Generally, local software does not need VRM 
review; however, any local software that shares or 
sends data through a third party or with a vendor 

should be reviewed.



Software that has a cloud account or portal associated 
with it where files or other data are stored.

A file transfer tool that sends data through the third 
party before reaching the destination.

Yes!

Yes!

Software that will be installed on a UCF owned desktop 
or laptop, or within a UCF-owned environment (UCF 
datacenters, UCF cloud providers like UCF's Azure or 

AWS environments)

No!

Computer hardware that will be installed in a UCF-
owned environment.

No!

LOCAL SOFTWARE



Applicability

CONSULTING:

Vendors that only offer consulting services, and don't 
store or produce UCF data beyond the scope of the 

consultation itself. 



Yes!

Consulting, where a vendor will just be performing 
some work on a UCF system and not storing or 

capturing any UCF data.

No!

A consultant builds a web site that has forms that 
collect student data, but the site is hosted on the 

consultant’s servers.

CONSULTING



Applicability: Research

Many research contracts only involve receiving data from a third party or sharing 
research results from that contracted research study. These don't require VRM 
review. Use existing research contract review processes for these (Huron)

What if I want to use third party services as part of my research? AWS, Dropbox, 
Google Cloud, etc.: Use university-level agreements wherever possible. If you use 
services under a university agreement, no VRM review is needed.

A VRM review is required if you want to use a new third party service to process data 
as part of your research: Particularly if Restricted (Confidential) or Highly Restricted 
(Federal CUI, HIPAA, etc.) research data is involved.



Not sure if VRM applies? 

1.) See the FAQ’s on the VRM website
infosec.ucf.edu/vrm

2.) Still not sure? No problem!!
Submit a VRM ticket and we can help!

https://infosec.ucf.edu/vrm


Duplication

Our goal is to avoid the duplication of services 

Example: Various vendors providing event management services



Approved Vendor List

• Before engaging with a new 
vendor, approved solutions can be 
found on the ITRCC SharePoint

• Each approved vendor lists the 
data type involved (unrestricted, 
restricted, highly restricted) 



University Process Information

Where does VRM fit into other UCF processes? 

• Contracts? Legal review?
• What do I do first?
• How do I know when it is okay to 

proceed?



University Process Information

VRM should work in parallel with the contract review 

process

VRM

Cobblestone

New
Solution

Execution



VRM Site

• https://infosec.ucf.edu/vrm

• UCF Process Documents, Vendor 
Documents, Service-Now Ticket

• FAQs

• 120 Vendor Risk Management 
Standard

https://infosec.ucf.edu/vrm


Q+A

Submit text questions in the Teams meeting chat 

or 

“raise your hand” in Teams and we’ll call on you



Thank you!
infosec.ucf.edu/vrm


