



UCF Security Incident Response Plan
PREAMBLE: To properly respond in a consistent manner, with appropriate leadership and technical resources, to an incident that threatens the availability, confidentiality and integrity of information resources or violations of acceptable use policy.

A swift response to an incident that threatens the confidentiality, integrity, and availability of university information assets and the networks that deliver the information, is required to protect those assets.  Without a rapid response, those assets could be compromised and the University could be in violation of Federal, State, and Local statutes and in violation of its own policies.
The security incident response process may start with an explicit report of a security breach, but it is more likely to start as the result of a routine investigation into some anomalous system or network behavior.  For example, a server may be operating slowly, or the printing service may stop working.  Because of the potential for unauthorized release or modification of data, in addition to service disruption, it is important to assess the possibility that strange behavior may be the result of some security problem before taking steps to correct a “normal” problem.
When it is determined that an incident may be security related, then the nature of the recovery effort must be modified and appropriate personnel need to be involved to ensure that appropriate information is collected and documented to determine the nature and scope of the security breach and, if appropriate, to facilitate an investigation by law enforcement.  Depending on the nature and scope of a breach, it may be necessary to make public disclosure which will require the involvement of campus executives and managers.
SCOPE: This procedure applies to all university information systems and services with the exception of disaster recover procedures.
PROCEDURES: The Security Incident Response Flowcharts provide the process for responding to a security-related incident. While following this process, it is important to keep the following in mind:

· Discovery

· The security incident response process may start with an explicit report of a security breach, or from a routine investigation into some anomalous system or network behavior, or from a vulnerability scan results, or from a formal infringement notification from the RIAA or DMCA, or from internal sources reporting of violations of acceptable use policy, or suspicions activities from intrusion detections systems, etc.
· Document
· The key to proper investigation is proper documentation. The discovery of an incident needs to be properly documented within the NOC incident response web site
· Notification

· Information must be shared with individuals involved in the investigation

· It is important that all members of the Security Incident Response Team are up to date as events unfold.  Much of the information, however, may be confidential, so care should be taken to protect confidentiality of discussions
· Acknowledgment

· Initial notifications regarding an incident must be acknowledged to demonstrate action will be taken immediately to contain the incident
· Containment
· Swift containment is necessary to prevent the spread of worms, further compromise or disclosure of information. Containment of the incident and investigation may be pursued simultaneously
· Investigation

· After an incident has been contained, system can be freely investigated. Document all action taken in the NOC incident response web site
· Eradication

· Eradication may be necessary to eliminate components of the incident such as deleting malicious code or disabling breached user accounts
· Recovery

· Recover to normal operations
· Harden systems or processes to prevent similar incidents

· Closure
· Review incident and close open incidents
The CS&T Security Incident Response Team (SIRT)
The UCF Information Security Officer will select CS&T staff from select CS&T Organizational Units deemed technically proficient to provide assistance in his/her specific area to work collaboratively in responding to a security incident.  The following CS&T Organizational units will be used for SIRT:

	Unit
	Purpose

	UCF Information Security Officer
	Directs and supervises 

	NOC Security Group
	Networking Security Expertise

	NOC/TeleData
	Network & Helpdesk expertise

	Computer Shop
	System and hardware expertise

	UCF Technology Based Crime Unit
	Forensic expertise

	CS&T Systems Group
	Systems expertise

	Technology Integrators Group
	Programming expertise

	Other division, departments or units when necessary.
	Local expertise within their environment


The UCF Information Security Officer may from time to time add additional staff or deputize departmental ITes for the process of investigating a security incident.  

The Security Incident Response Team (SIRT) is tasked with the following responsibilities:

· Continually fine-tune the Security Incident Response Plan

· Be available 24/7 to provide assistance – Service Desk 407-823-5117
· Each Team member proficiently trained to follow establish procedures (SOP 504) for each assigned duty in retrieving and recording emails and/or voice messages, and/or establishing the appropriate link to the LEAs retrieval circuit/link

· Be trained in procedural, legal, and technical aspects of assisting in legal wiretaps

· The training scope and courses need to be determined

Incident Response Flowchart for Copyright Infringements

(Response to infringement notifications from RIAA, DMCA, etc. regarding intellectual property)








































Incident Response Flowchart for AUP Violators and Suspicious Activities
(Response to port scans, host sweeps, unusual and excessive network connections, spam, inappropriate content, etc.)
!!Suspicious activities should be resolved in a timely manner to avoid more serous issues!!






















Incident Response Flowchart for Vulnerabilities
(Missing patches, weak passwords, unrestricted access, etc.)



















Incident Response Flowchart for Compromised IT Resource
(Denial of service attacks, Trojans, malware, unauthorized access, etc.)







































Incident Response Flowchart for legal issues
(Disclosure of intellectual property, unauthorized access, fraud, child pornography, etc.)















REFERENCES: Data Classification Policy, Data Security Policy, ITR Policy, UCF Golden Rule, and ADICS Policy.
RIAA/DMCA copyright infringement notification, pre-litigation notices, internally reported activities, or from regularly generated reports from incident response systems.





No





Reports are from NOC Intrusion detection systems showing file sharing activity, the incident will get logged and warning message will be sent to the user or the responsible staff for that system or network to discontinue such activity. If no action is taken within three business days, the user’s access will be disabled and notification sent to OSRR, network manager and DSC.


END!





Are notifications from a representative of the intellectual property? Such as from DMCA or RIAA?





Notification or pre-litigation notice is to be forwarded to the registered DMCA agent or designee. Presently vice Provost for Information Technology





DMCA agent or designee confirms that the infringement notification or pre-litigation notice contains all the elements required by the DMCA or RIAA:


Identification of the copyrighted work


Information for the service provider to identify the system


Signature of person authorized to act on behalf of the owner





Yes





DMCA agent or designee contacts the Security Incident Response Team (SIRT) of the infringement to take action. Incident gets documented on the SIRT incident page with appropriate contact information.





SIRT determines the source IP of the device and correlates the information provided by the DMCA or RIAA with logs from NOC security devices.





Using NOC database, determine the owner of the system or the department it belongs to and forward the pre-litigation notice. Record the action in the incident page and notify SIRT.


END!





Is the notification from RIAA a pre-litigation notice?





Is the infringing system a student or faculty/staff system?





Faculty/Staff





Student





Using NOC database (ResNet/wireless) RIAA infringement notification and NOC evidence logs are sent to SIRT, OSRR (� HYPERLINK "mailto:st_condu@mail.ucf.edu" �st_condu@mail.ucf.edu�) and the student via the stated email address.





Using NOC contact database notification is sent to the responsible person, network manager and DSC regarding the incident for immediate action. 





When student acknowledges the following within three business days, the student’s network is not altered, DMC Agent or designee is notified and the incident is closed:


the material containing the alleged intellectual property is removed.


the student acknowledges the UCF Acceptable Use Policy (AUP.)


the student is given the opportunity to contest the notification in writing.





Claim must be made containing the following, which will be forwarded to the DMCA agent or designee:


Identification of the material in question


Legitimate license clearly showing the nature of the material


Complete contact information of the alleged person with a statement under penalty of perjury that the materials are lawfully owned





Network manager, DSC or the responsible person must acknowledge receiving the notification and would be taking immediate action.





If response is not received within three business days, or appropriate staff mentioned above can’t be contacted, the system will be contained by disabling it from the network or placed on non-routed vlan.





Responsible person, Network manager or DSC must make sure


the material containing the alleged intellectual property is removed


the responsible person is informed of UCF Acceptable Use Policy (AUP.)


the responsible person is given the opportunity to contest the notification in writing


the incident is reported to appropriate supervisor, Dean, Director, or Chair


Summary of action taken are reported to SIRT and DMCA agent or designee





If the responsible person believes that the infringement notification was in error, a counter claim must be made containing the following, which will be forwarded to the DMCA agent or designee:


Identification of the material in question


Legitimate license clearly showing the nature of the material


Complete contact information of the alleged person with a statement under penalty of perjury that the materials are lawfully owned





If response is not received within three business days, or the student can’t be contacted, SIRT will take action based on the source of infringement





Wireless





ResNet





System will be denied access to the wireless network and ResNet if necessary. 





System will be contained by placing it on a network with only access to UCF resources.





Notification will be sent to the Office of Student Rights and Responsibilities (OSRR.) and the DMCA agent or designee stating a summary of the infringement notification along with action taken.





Upon receiving the summary of actions from the network manager or the DSC, SIRT will close the incident case.


END!





Responsible person will go through an OSRR training program before the infringing system is removed from quarantine.





Upon completion of the OSRR training program, OSRR will contact SIRT for the removal of the student’s quarantined computer.





SIRT will notify the DMCA agent or designee of actions taken and will close the incident.


END!





Discovered events through NOC Intrusion detection system, internally reported activities, or from third party sources.





If incident is not discovered by NOC Security Team, incident details are to be forwarded to SIRT for proper documentation on the SIRT incident tracking system.





Preserve evidence don’t alter anything. Contact the UCF Police Department, CTO, ISO and possibly the General Counsel’s Office for advice.








Does the incident introduce threats to human life or property?





Yes





If the incident is due to a compromised system, the Incident Response Flowchart for Compromised IT Resource must be followed.





Is the incident due to a compromised system?





Yes





Does the incident involve a student, faculty or staff?





Student





Faculty/Staff





Notification will be sent to the student via preferred email address regarding the AUP violation or suspicion activity. OSRR should be notified for any AUP violations.





Notification should be sent to the network administrator for the system or user in question and copied to the Departmental Security Coordinator (DSC), and IRSM. Contact information for each division may be found on the NOC web site, IP assignments.


Appropriate Dean, Director or Department Chair must be notified. For all cases, follow the UCF disciplinary procedures defined by the UCF Human resources. IT managers don’t have responsibility to make disciplinary calls.





Acknowledgment must be received from the network administrator or the DSC indicating that appropriate action will be taken to investigate the incident. 








If response is not received within three business days the system will be contained by disabling it from the network or placed on non-routed vlan.





If response is not received within one day, and the system owner, administrator or the DSC can’t be contacted; the system will be contained, or accounts/access disabled.





System should be contained and investigated for malicious software, adware, or spyware: References:


� HYPERLINK "http://safety.live.com" ��http://safety.live.com� 


� HYPERLINK "http://security2.norton.com" ��http://security2.norton.com�


� HYPERLINK "http://housecall.antivirus.com" ��http://housecall.antivirus.com� 


� HYPERLINK "http://www.windowsdefender.com" ��http://www.windowsdefender.com� 


� HYPERLINK "http://www.lavasoft.de/software/adaware" ��http://www.lavasoft.de/software/adaware� 








To regain access, network administrator, DSC, Dean, Director or Department Chair must notify SIRT, CTO or IRSM of proper action that has been taken to resolve the situation.








To regain access, student must show that they have taken the necessary action of cleaning, rebuilding their system or have been through the OSRR disciplinary measures before access is granted. 





Incident details, processes and access should be reviewed, if necessary systems scanned for vulnerabilities and the incident closed.


END!





Through regular vulnerability scanning from NOC Security group, reported vulnerabilities or potential for exposure has been reported by third parties.





No action required





No





Vulnerability has been discovered and confirmed.





Incident gets documented on the SIRT incident tracking system with appropriate contact information from NOC.





Notification is sent to the system administrator and network manager for the system in question and copied to the Departmental Security Coordinator (DSC) Contact information for each division may be found on the NOC web site or the Server Registration page.





No





If response is not received within two weeks, and the system administrator or the DSC can’t be contacted, the system will be quarantined by disabling it from the network or placed on non-routed vlan.





Acknowledgment must be received from the systems administrator, network manager or the DSC indicating that appropriate action will be taken to secure the system. 








System needs to be investigated for adequate security measures, missing patches, etc. If reports are false positive it must be reported.





System must be rescanned for vulnerabilities 





System should be hardened and placed back to normal operations and reported to SIRT





System should be rescanned for vulnerabilities and the ticket closed if the scan results are favorable. 








System discovered to be compromised, via NOC Intrusion Detection Systems, third party sources, system administrators, users, etc.





Notification of incident details must be forwarded to SIRT for proper documentation in the incident tracking system and distribution of resources.





Preserve evidence don’t alter anything. Contact the UCF Police Department and possibly the General Counsel’s Office for advice.








Yes





Does the compromise introduce threats to human life or property?





Does the compromise involve Unrestricted data, in which disclosure would have no or minimal impact to UCF business processes?





Contain, investigate, rebuild, and harden system to prevent similar incidences in the future. Return to normal operations.





Yes





Properly document the incident, report findings to DSC, system administrators, and NOC Security group for vulnerability scanning and closure of incident ticket. END!





Compromise involve Restricted Data, in which disclosure would impact a UCF business process, violoate State, or Federal laws, contracts or UCF policies.





Preserve evidence don’t alter anything. Document the incident, contact Computer Services & Telecommunications Operations group, DSC, CTO, Dean, Director or Department Chair.





Computer Services & Telecommunications Operations group.





Operations will contact the UCF Police Department and appropriate departments that may be involved in the incident, e.g., Registrars Office, Finance& Accounting.





Does the compromise involve Restricted Data but not in electronic format, e.g. copies of student records stolen, credit card files/receipts missing or stolen?





Yes





Compromise involves Restricted Data such as ERP or ePay system.





Operations will contact SIRT and NOC Security. SIRT will subsequently contact the CTO, ISO, vice Provost for Information Technology, and DSC with preliminary information. General Counsel’s Office (GCO) may be contacted for advice and UCF News and Information if necessary.





Network Security will take a snapshot of the current network profile. If attacks exist to other IT resources immediate action should be taken to remove network access to the compromised system.





System Administrators must take a snapshot of running processes and network connections.


Do not turn off compromised system


Preserve logs


Log all actions taken





If Law enforcement (LE) is to be involved, a forensic image of the compromised system must be made. UCF Police can provide administrative services for imaging and investigate a system.





System Administrators must analyze the compromise using such references:


� HYPERLINK "http://sans.org/resources/winsacheatsheet.pdf" ��http://sans.org/resources/winsacheatsheet.pdf� 


� HYPERLINK "http://www.sans.org/score/checklists/ID_Windows.pdf" ��http://www.sans.org/score/checklists/ID_Windows.pdf� 


� HYPERLINK "http://www.sans.org/score/checklists/ID_Linux.pdf" ��http://www.sans.org/score/checklists/ID_Linux.pdf� 


� HYPERLINK "http://www.sans.org/score/checklists/Mac_OSX_Checklist.pdf" ��http://www.sans.org/score/checklists/Mac_OSX_Checklist.pdf�











System Administrators should identify the source of the compromise which can include IP addresses, protocols, users, applications, etc.





System Administrators must appropriately collect evidence and retain it for an indefinite period of time. Notify progress of investigation to vice Provost for Information Technology, SIRT, CTO, ISO, and DSC.





If the method of compromise is unique or cannot be determined, compromised system must be reformatted, rebuilt and have vulnerabilities resolved before reconnecting them to the network.





If necessary, system administrators and/or DSC responsible for the IT resource should notify affected users with a summary of the compromise that could impact them and any preventative measures that users should take, e.g., changing passwords.








Incident details and processes should be reviewed, systems scanned for vulnerabilities and the incident closed if the process and scan results are favorable. 





Secure evidence. Do not access or investigate any content. Portable devices, personal computers, network devices, software or data may be considered evidence.





Yes





Preserve evidence, don’t alter anything. Contact the UCF Police Department and possibly the General Counsel’s Office for advice.








Does the incident introduce threats to persons or property?





Preserver evident, don’t alter anything. Contact the CIO, CTO, IRSM, and SIRT.








Yes





Does the incident involve unauthorized disclosure or access to restricted data? 





Incident involves fraud, disclosure of intellectual property, child pornography, etc. that would potentially lead to administrative or student disciplinary action





Contact OSRR.





Yes





Does the incident involve a student?





Incident involving faculty or staff.





Preserve evidence, don’t alter anything. Contact the appropriate Dean, Director or Department Head. Appropriate disciplinary procedures defined by UF Human Resources must be followed. IT staff do not make disciplinary decisions unless they supervise the violator.





Insure that a public records request, subpoena, warrant or other official request goes through GCO before data is released to law enforcement.








Information Security Office
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